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Electronic Laboratory Notebooks: Addressing Data 
Security and Privacy Concerns

From 21 CFR Part 11 to GDPR: Evolving 
Standards for Managing Data
With the introduction of 21 CFR Part 11 
in 1997, research laboratories and their 
software providers have been under an 
increasing burden to provide proof that 
data captured electronically is managed 
in an immutable fashion. Records must 
provide a complete pedigree from 
the original state through each edit, 
including who made the changes, what 
the changes were, and the date of each 
change. As GDPR impacts laboratory-
based software, this audit trail must be 
preserved while maintaining compliance 
with a complex set of new data privacy 
requirements. These two contrasting 
requirements are also challenged by the 
changing landscape of drug discovery 
and development. The concept of a 
single company managing the complete 
life cycle of new drug development has 
been replaced with an ecosystem of 
partner networks that change as drugs 
move through the development pipeline. 
The ability to share data and collaborate 
in real time creates new challenges in 
information security, data integrity and 
identity management. This change in 
paradigm is magnified by the changing 
demographics of scientists within the 
lab. With each passing year, scientists 
are expecting their user experience 
within these complex enterprise tools 
to be comparable with the experience 
they get using consumer applications 
like Facebook or banking applications 
on their mobile platforms. 

It is important for software providers 
to manage each of these challenges 
and provide innovative solutions to 
maintain market position, or open new 
lines of business, in this new reality. Each 
aspect of data management must be 
individually considered to ensure each 
aspect involved in a data management 
platform. These “separations of concern” 
include data capture and preservation, 
security, privacy and user experience 
while considering both regulatory 
compliance and product usability.

Separations of Concern to Meet 
Regulatory and Business Requirements
Designing an enterprise data system 
in a highly regulated market requires 
satisfying several sets of regulatory and 
IT requirements, including:
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• Relevant regulatory requirements 
such as 21 CFR Part 11 and GDPR

• Information security, including data 
at rest and data in motion

• User authorisation; ensuring that 
this secure data is accessible to 
those who need access to it

• Data retention

Meeting the requirements above 
can make it challenging to address the 
concerns of the user community, who 
are generally voicing requirements such 
as:

• Ease of use, both in terms of a 
modern and intuitive user interface 
and efficient support of common 
end user workflows 

• Easy access to the system from 
any location for partners, CROs and 
employees

• Fast, easy-to-use search providing 
up-to-date search results

• Ability to configure and auto- 
matically run reports / searches

• Access to robust system admini-
stration and configuration tools

• Overall system performance
• API access providing data acces- 

sibility

These needs require separating 
enterprise systems into different 
functional areas: Data management, 
information security and data access. 
Data management refers to the entire 
data life cycle from data collection and 
retention to infrastructure and data 
redundancy. Information security is 
responsible for all user authorisation 
(but not necessarily user authentication) 
and should be as granular as possible. 
Ideally, information security services 
provide field level and user/group level 
information on whether a specific 
piece of data can be viewed, edited, or 
added. Data access encompasses all 
access to any data within the system, 
including vendor-provided applications, 
internal applications, end user scripts 
and queries, APIs, etc.

Systems should provide robust APIs 
for data management, information 
security and data access. Allowing them 
to operate as independent services 
across the enterprise ensures broad 
access but only in cases where that 
access is authorised. It also allows a 
wide range of workflows and end user 
tools to be layered on top of these core 
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services, while enforcing compliance 
with key regulatory and business 
requirements.

The Spectrum of Data in Life Sciences 
Current data management solutions in 
the life sciences vary greatly in terms 
of the types of data they are designed 
to manage:

• Scientific data management 
system (SDMS) – Management of 
raw instrument data 

• Laboratory information 
management system (LIMS) – 
Management of sample data with 
processed instrument results

• Electronic laboratory notebooks – 
Experiment data, observations and 

conclusions collected from end 
users

• Document and specification 
management systems

• Inventory systems – Location 
and container management for 
materials, reagents, etc.

• Registration systems – The 
management of intellectual 
property data 

SDMS systems require the ability to 
automate data capture from scientific 
instrumentation. This could be a single 
record of a series of files and folders that 
provide a complete record unit. These 
systems should operate in an automated 
fashion, sweeping a network looking for 
new or modified data. Once found, this 
data is moved into the system with the 
appropriate metadata. The system must 
ensure that this process does not alter 
the original data in any fashion. The data 
also must be able to be accessed using 
the instrument manufacturer’s software 
with no loss of data fidelity.

This capture and management of 
instrument files is in sharp contrast 
with specification management, 
registration, LIMS and inventory 
systems. These systems are configured 
to manage highly structured data sets 
that can be predefined before rollout. 
The forms utilised by the systems allow 
data verification by type and value to 
ensure quality of the asset they are 
tracking, as well as validity of the data 
entered. 

ELNs require management of 
structured and unstructured data. 
These systems are expected to 
provide both field-based data capture 
and the ability to manage all types of 
unstructured data from any number of 
sources, including MS Office, images, 
PDFs, chemical and biological drawing 
tools as well as results loaded from 
instruments. 

While each system captures and 
manages data for different business 
purposes, they must manage the entire 
life cycle of the data from creation 
to destruction with a full audit trail 
record. They all must provide means 
for different access controls to the data 
from create and manipulate to read 
only and approve; each data system 
has similar but distinct requirements 
to meet these challenges.
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Data security issues exist across the 
entirety of the life cycle of data created 
in the laboratory. Customers must 
consider how conceptual, experimental 
and raw instrument data is secured in a 
manner that ensures no loss in fidelity 
or control through this process. Each 
of these systems provide challenges 
throughout the process.

Customers must ensure that raw 
data captured from their systems is 
stored as a complete unit, with all the 
parameters required to reproduce both 
the raw data and the results generated 
from these systems. Each change to the 
data must be preserved in an audit trail. 
The configuration of an SDMS system 
to do this must not allow alteration of 
data external to the system. Controlling 
both the network access and the data 
access is paramount to managing data 
security.

This capture and management of 
instrument files is in sharp contrast with 
specification management, registration, 
LIMS and inventory systems. These 
systems must allow customers the 
ability to set permission levels for 
all potential roles from read only to 
administration across all potential areas 
like project or product. By securing the 
data by individual, role and project, 
only the right individuals have the right 
access to the data.

ELNs require management of 
structured and unstructured data. These 
systems are expected to provide both 
field-based data capture and the ability 
to manage all types of unstructured data 
from any number of sources. Decisions 
on what data should be placed in which 
solution must be made to ensure both 
data security and collaboration.

Controlling data capture and 
access secures the data and provides 
controls on how internal and external 
collaboration teams can manipulate 
information. 

All systems from SDMS to ELN also 
need to ensure data security against 
external malicious access. Each system 
must provide controls against data 
breach, both on the front and back 
end of a solution. While providers can 
ensure their solution prevents attack, 
controlling a customer’s environment is 
impossible, potentially leaving systems 

open to infiltration or down time if a 
company suffers a malware or other 
attack.

Solutions will Inevitably be Cloud-based
Cloud-based solutions eliminate many 
data security issues associated with 
on-premise systems, such as many 
sources of malicious attack. Abstracting 
these systems benefits customers in 
two ways:

1.  Data captured can be stored in 
different cloud systems. Moving 
the data from multiple solutions on 
a centralised system to federated 
cloud storage significantly reduces 
the ability to understand context 
and meaning of any single data 
source. 

2.  Infected systems can be isolated 
and corrected without impacting 
the hosted solutions. This greatly 
reduces downtime associated with 
malware attacks within a network. 
Any system outside the affected 
network can be provided access 
as required.

Data management in the cloud 
provides a cost-effective, real-time 
scaling of enterprise systems when 
properly designed and deployed. 
Internally deployed systems require 
both hardware and software platforms 
that require maintenance for continued 
performance at scale. These systems 
must be “specified” at deployment 
and updated as software and hardware 
updates are made. Redundant systems 
must be maintained (development, test 
and build) to ensure that any changes 
made to either the infrastructure or 
software solution does not impact 
the validity of the data stored within 
the system. Data storage must be 
managed to allow for new data stores 
to be purchased and implemented, 
introducing increased requirements of 
oversight.

As new capabilities are released 
by software providers, these systems 
must undergo formal testing on test 
and production environments to ensure 
both that the system is working properly 
as specified by the software provider 
and that the new capabilities are 
impacting existing capabilities within 
the system or with any other system 
that interacts with. These requirements 
lead to long planning and validation 

timelines for both initial release and 
all future feature updates.

These systems also exist within 
a company firewall. This provides 
challenges in two key areas of system 
design outlined above: 

1.  Data access: How can external 
collaborators add data in a secure, 
auditable manner?

2.  Information security: How can the 
data be managed to ensure security?

Properly architected SaaS systems 
scale on demand eliminating 
infrastructure-related issues. These 
systems also abstract software 
infrastructure including operating 
systems and database solutions, 
allowing support of these systems to be 
focused on meeting end-users’ needs. 
Upgrades and feature enhancements 
are also isolated to allow customers to 
prepare for new capabilities, but these 
systems do not co-exist with any other 
solution limiting impact of an upgrade 
on other systems. Finally, most 
cloud-based systems provide restful 
APIs eliminating issues associated with 
integration continuity as versions of 
either platform are changed.

Information security and data access 
are also significantly improved in the 
cloud. External collaborators can be 
granted appropriate access to add 
or receive data, without penetration 
into a company firewall. Access from 
internal contributors is provided by 
roles and privilege, allowing users to 
see all data required to perform their 
function, but not access controlled 
data. This eliminates data from leaving 
the organisation through copying, USB 
drives, etc.

Data Access
Modern life science organisations 
operate in a new, collaborative 
innovation model that requires data to 
be captured and shared across multiple 
contributing companies providing their 
specific expertise to a project, but also 
requires solutions that understand 
what data should be sharable among 
collaborators and what data should 
only been seen by either the originator 
or the sponsor organisation. 

This burden is typically managed 
manually by each contributor manually 
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creating files with the appropriate 
information. These files can then be 
placed for file level access, control and 
security. Data reduction, transformation 
and loading becomes increasing 
complex and new file types and formats 
are added to a system. These files also 
provide an all or nothing approach to 
information security. The file can either 
be accessed or not.

Information Security
New, properly architected solutions 
must allow for both a high degree of 

collaboration and discrete controls on 
data access. 

These systems should allow for 
configuration of access, quality, type 
and state of data and then these 
elements should be positioned within 
a scientific process. These discrete 
fields would then be available only to 
authorised users at the current state of 
a process. This allows for just-in-time 
data security. 

By providing both data typing and 
limits, new systems should also provide 
just-in-time data quality allowing for 
real-time correction of data regardless 
of the user’s location. This eliminates 
delays from data receipt to data available 
in highly federated and collaborative 
operations.

Summary
By reducing enterprise systems into 
three key services of data management, 
information security and data access, we 
can solve many of the current challenges 
faced in the life science industry. As 

collaborative innovation continues to 
take hold as the dominant research and 
development model, the challenges of 
legacy systems will continue to create 
challenges to this new model.
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